3ayem Hy:xHA HMpoBast rUrMeHa?

WNHTepHeT — 3TO KPYTO: ThI MOXKEIIb YYUTHCS, OOIIATHCS, UTPaTh M HAXOAUTH Apy3eil. Ho B ceTu ecth u
OIACHOCTH: MOIICHHUKH, BUPYCHI U JIIOJIU, KOTOPhIe MOTYT HaBpenuTh. LludpoBas rurueHa — 3To npasuiia,
KOTOpBIE TOMOTYT TeOe 0CTaBaThCs B 0€30MaCHOCTH, KaK MBIThE PYK 3aIHUIIACT OT MUKPOOOB.

Kakue onacHOCTH ecTh B HHTEepHeTE?

MomeHHMKH: MOTYyT IPUTBOPATHCS TBOMMHU JIPY3bsIMHU MITU IPOCUTH TBOU JIaHHBIE (ITApOJIH, apec,
HOMEp TenedoHa).

Ku6epoyaunr: OckopOJICHHS WIIA YTPO3bI B COIICETSIX.

Bupycsl u Bpegnbie nporpaMmmbl: MOryT yKpacTh TBOU JaHHBIE WIIU CIIOMATh TeIe(OH/KOMITBIOTEP.
OnacHblif KOHTeHT: CaillThl WM TPYIIBI, KOTOPHIE MOTAIKUBAIOT K OMACHBIM U TPOTHUBOIIPABHBIM
MOCTYIIKaM.

IIpaBujia 6e301aCHOrO MOBE/IeHNSI B HHTEPHETE

1.

He nenuce anuHoi uHgopmanuei

Hukorna He oTmpaBiisii He3HaKOMIIaM CBOIt afgpec, HoMmep TenedoHa, JaHHbIE MacnopTa Wik GoTo.
Jlaxxe eciiv KTO-TO MpeacTaBuiICs ""cCOTpyIHUKOM Oanka" uiu "npyrom apyra'.

Ipumep: Tebe nuuryT: "5 U3 ciy>x0bl MOAAEPKKH UTPHI, 1all TAPOJIb, YTOOBI BEPHYTH aKKayHT".
DTO MOIICHHUK!

Co3naBaii HaJesKHbIE AP OJIHN

Xoporuii mapoiab — 3TO MUHUMYM § CHMBOJIOB, ¢ OyKBamHu, u(pamMu ¥ 3HAKaMH.
He ucnonp3yit ogun nmapoms Asisi BceX CailToB.

Cogem: Ilpuaymait Gppasy, KOTOPYIO JETKO 3aIIOMHUTH, HAIPAMED:

"S mo6mro munny!" — "YalubluPizzu2025!".

IMpoBepsii cebliIkK U Gaiabl

He oTkpbIBail cchliiku 1 He ckauuBail (Gaiisasl oT He3HaKoMIEeB. OHU MOTYT COJIEpKaTh BUPYCHI.
Ilpumep: Tebe npucnanu cCbUIKy ¢ TeKCToM "CmOTpH, Kak KpyTo!".

He xnnkaif, moka He yoeauIIbCsl, 4TO 3TO OE30MacHo.

Byab ocTtopoxkeH B coucersix

He noGasunsii B apy3bs Bcex noapsia. Hactpanaii mpuBaTHOCTB: MyCTh TBOU MOCTHI BUAST TOJIBKO
npy3bs. He BeIKiIagpIBaif, r71e Thl ceiiuac, Win JUYHbIE POTO.

IIpumep: ®@oto ¢ reonokanueit "Jloma ogun!" MOXKET NPUBIEYb MOILIEHHUKOB.

3ammmaii cBon ycrpoiicra

VYcTaHOBM aHTUBHpPYC U OOHOBIISIN mpuiioxkeHus. He napait TeneoH He3HaKOMIIaM, JTaXke €CITU OHU
MPOCAT "MO3BOHUTH .

Cogem: Bxiroun 1ByX()akTOpHYIO ayTeHTH(HUKAIMIO (Hanmpumep, Ko u3 SMS) 11 BaXKHBIX aKKayHTOB.

He Bepb Bcemy, 4TO BUANIID

MolIeHHUKH MOTYT c03/1aBaTh (heHKOBBIE CAThI MIIM COOOIICHNUS, TOX0XKUE Ha HacTosmue. [IpoBepsit,
o(hUIMATBHBIN JIK 3TO CalT (HarmpuMmep, ajapec A0JbkeH ObITh "vk.com", a He "vk-login.ru").

Ipumep: Coobuienue "Twl Berpan tenedon!" — ckopee Bcero, oomMaH.

OoOpawmaii BHUMaHue HA KHOepOy LJIMHT

Ecnu xT0-TO muieT Tede rajocTH WK yrpokaeT, He oTBevail. Cienail CKpUHIIOT, 3a0JI0KUPYH 3TOro
4eJIOBEKA U PACCKaKU B3POCIIBIM.

Cosem: Hukorna He yyacTBYl B TpaBiie IpyTHX — 3TO MOXET HaBPEIUTh U TeOe.
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YTo ge1aTh, €CJIH YTO-TO MOLLIO0 He TaK?

e TebOst oOMaHy/H MM yYKpaau aKkayHT: Heme/uieHHO cMEHM Hapoid U COOOLIM POAUTENSIM WU
yuurtento. Eciu ykpaiii 1eHbru win JaHHble, 00paTUCh B MOJUIIHIO.

e Tbl BUAMIIL ONACHBIN KOHTEHT: He ydacTByil 1 He pactipocTpaHsiid. Pacckaku B3pOCIIbIM.

e ThoI cTau xkeptBoii TpaBau: He monun! Ilorosopu ¢ poaurensimMu, yauTeaeM WK IO3BOHU Ha TOPSAYYIO
muanto gosepus: 8 (800) 2000-122 (6ecrutatHO).

IHomun!

WuTepHeT — 3T0 TBOI MOMOIIHUK, a He Bpar. Cobmioaii mpaBuia HU(ppPOBON TUTHEHBI, U ThI Oy/eb B
6e3onacHocTy. Eciiu coMHeBaebesl, CIpOCH Y pOANTENIeH UITH y4uTellell — OHU OMOoryT!

Ocnosano na pexomenoayusix MB/[ Poccuu u obpazosamenvhvlx nopmanog no Kubepoe3onachocmu.
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IHouemy nudpoBasi rurueHa BaskKHa?

WHTEepHEeT — 3TO YacThb )KU3HM Ballero pedeHKa: OH yuauTcsi, o0Iaercs u pa3Biekaercsi onnaitH. Ho B cetu ectpb
PHUCKHU: MOILIEHHUKH, KUOEpOYJUIMHT, BUPYCHl U omacHbIil KoHTeHT. L{udpoBas rurruena momoraer 3alUTHTD
peOeHKa, COXpaHUTh €ro JaHHBIC U 310pOBhE. Bbl MOKeTe Hay4uTh ero 0€30MacHOMY MOBEICHUIO, KaK YUUTe
MEePEXOIUTh AOPOTY.

Kaxkue yrpo3sl ecTb B HHTEpHeTE?

e Momennuku: Moryr 0OMaHOM BBIMAHHMBATH MMAPOJH, JNCHBIH WM JIMYHBIC JaHHBIC, MPEICTABIISICH
JIPY3bSMU UM COTPYJTHUKAMH KOMITAaHUH.

o Kubepoyaaunr: OckopOiieHus, yrpo3bl UM TPABIS B COLICETSX.

e Bpenonocubie nporpamMmmsl: Bupychl, KOTOpble KpaayT AaHHBIE WU JIOMAIOT YCTPOMCTBA.

e Henoaxoassmmii koHTeHT: CaliThl WM TPYMIIBI, TOJTATKUBAIONIME K OMACHBIM JCUCTBUSM (HaIpUMep,
AKCTPEMAJILHBIM YEJUICHIKAM).

Kak 3amuTuTh pe0eHKa B MHTEpHeTe?

1. T'oBopwure ¢ pedeHKOM 00 HHTEpHeTe
OObscHUTe, TOYEMY HeJIb3d JENIUThCA JHYHOM wuHpopMmamueit (agpec, TtenedoH, ¢oro) ¢
HEe3HaKoMIaMu. Pacckaxure, Kak pacrio3HaTh MOIIEHHUKOB.
Ipumep: Coobuienue "Bbl BBIMTpaiy Mpu3, NepeduTe mno cebuike!" — 310 oOMaH.
[Tonpocute pebeHKa 1oKa3bIBaTh BaM TaKUE COOOIIECHUS.

2. Hacrpoiite ycTpoiicTBa
VYcTaHOBUTE aHTUBHPYC U BKJIIOYHMTE POAUTEIbCKUN KOHTPOJIb Ha KOMIIbIOTEpEe, TelepoHe U B
npunoxenusx (Hanpumep, B YouTube unu Google). OrpanuubTe JOCTYN K caiiTaM ¢ HEMOIXOSAIIUM
KOHTEHTOM.
Cogem: Vcnonp3yiite naponu Bpone "Solnce2025!" (He MeHee 8 cuMBOIOB, ¢ OykBamu, LuUppaMu U
3HAKaMH) U He MOBTOPANTE UX Ha pa3HbIX caliTax.

3. IlposepsiiTe couceTn
[Tomorute pebeHKY HaCTPOUTh MPUBATHOCTD: MYCTh €r0 NPO(UIL BUAAT TOJIBKO APY3bS.
PerynspHo cMOTpuTe, ¢ K€M OH 001IaeTcs, 1 00BACHUTE, TOYEMY Helb3sl 100aBIATh HE3HAKOMIIEB.
Ilpumep: Ecam KTO-TO TpeasaraeT BCTPETUTHCS B peaNbHOM JKU3HU, PEOCHOK JIOJDKEH CHaudaia
pacckasarb BaM.

4. Yyurte npoBepATh HH(pOPMALUIO

[TokaxkuTe, KaKk OTJIMYATh HACTOSIIIUE CalThI OT (eiKOBBIX (Hampumep, "vk.com" — 3T0 opuuHaIBHO, a
"vk-login.ru" — wer). HayunTte He OTKpBIBaTh MOJO3PUTEIBHBIC CCHUIKA M HE CKAuyuBaTh (ailiibl OT
HE3HAKOMIIEB.

Cogem: [lonpocute pebeHKa cripaliuBaTh Bac, €CJIi OH COMHEBAETCS B COOOIICHUN WM CaiTe.

5. Cuaenute 32 IKPAaHHBIM BpeMeHeM
OrpanuubTe BpeMsi B MHTEpHETE, 4TOObl PeOEHOK HE CTajl 3aBUCUMBIM. J[oroBopuTech O MpaBMIIaX:
Hanpumep, He O0JIbIIe 2 YacoB B IEHb Ha COLICETH.
Ilpumep: YcTaHOBUTE MPUIIOKEHHUE JJI1 KOHTPOJIL SKPAHHOTO BPEMEHHU WJIU JIOTOBOPUTECH BBIKIIIOUYATh
Wi-Fi mocae 21:00.

6. ByabTe nmpumepom
Cobaronaiite nuppoByI0 TMTHEHY CaMU: HE JEIUTECh JTUYHOM MHPOpPMaLUel, UCTIONb3YiiTe Ha/le)KHbIe
MapoJIn, IPOBEPSINTE CChUIKU. JleTn ydaTcs, riasas Ha Bac.
Cogem: Ilokaxure peOeHKY, Kak Bbl MpoOBepsieTe COOOLICHHS WU CAWThl Mepel TeM, KaKk Ha HUX
KJIUKATb.

7. O6cyxaaiiTe KUOEPOYJIMHT
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Pacckaxute, 4TO mgenmaTh, €CIAM KTO-TO TMHUIIET TaJOCTH: HE OTBeYaTh, CJelaTh CKPHUHIIOT,
3a0J0KkUpoBaTh M cooOmuTh BaM. llommepkuBaiiTe peOeHka, YTOOBI OH HE OOSUICS JEIUTHCS
npobiemMamu.

Ilpumep: Eciv OTHOKIACCHUKH CO3JadM 4YaT JJIA TPaBid, MOMOTHTE PEOCHKY BBINTH M3 HEro H
00paTUTECh K YUUTEIIO.

OnacHble cioco0bI 32padoTKA: KAaK 3ALIMTUTL pedeHKa?

MoIIeHHUKH U TPECTYIMHUKH Y4acTO BEPOYIOT MOJIPOCTKOB YepPe3 COIICETH, MECCEHIKEPhI MM UTPOBBIC YAaTHI,
npenaras  "nérxkue aeHbru". Takue cXembl HE3aKOHHBI M ONACHbI, MOTYT IIPUBECTH K YIOJIOBHOM
OTBETCTBEHHOCTH U UCTIOPTHUTH Oynyiiee pedbeHka. BoT 4To HyKHO 3HATh:

1.

JAponuur (aponnbi)

Ymo smo? T1ogpoCTKOB MPOCST MPEIOCTABUTh CBOM OAaHKOBCKUE KApThI MJIM OTKPBITh HOBBIEC CU€Ta JIJIs
nepeBoja ieHer. MoIeHHUKH UCTIONB3YIOT ATH CYEeTa, YTOOBl OOHATMYMBATH YKPaEHHBIE CPEICTBA.
Pucku: PebeHOK MOXKET cTaTh COydacTHUKOM npecTyruieHus (cr. 159 YK P® — momennuyecTso, 10 7
JeT nuiieHus cBo6osl). KapTel 010kupyroTCs, a Ha pedeHKa MOryT opOpMUThH KpeauThl. [1o maHHBIM
Co6epbanka, oxono 60% mponoB — Monoaéxs a0 24 ner./lpumep: Pebenky mumyrt: "Jlait xapty ans
nepeBoja, noxyuuinb S000 py6reit". Ilocne mepeBoaa oH TepseT JOCTYN K KapTe U OKa3bIBAETCS MOJ
CIIEJICTBUEM.

Kypbepsl 1J14 3anpeliéHHbIX BellecTB (KJIaJAMeHbl)

Ymo smo? TloapOoCTKOB HAHMMAKOT PacKJIabIBaTh '"3aKIagku'" C HAPKOTHMKAMHM 10 TalHUKAM WJIU
JOCTABJISITh UX MOKynaTeasiM. BepboBka uaET yepes colcety moja BUAOM "padoThl Kyprepom'".

Pucku: O10 yronosnoe npectymienue (cr. 228 YK P®, ot 4 go 20 ner numenus csoboasr). Jaxe
HECOBEPIICHHOJIETHUE MPUBJIEKAIOTCS K OTBETCTBEHHOCTH. [I0 qanHbiM MB/I, IIKOTBHUKN U CTYAEHTHI
— OCHOBHas rpymmna kinagmeHoB./Ipumep: O6bsasinenue "Kypoep, 10 000 pyGneii 3a aeHb, mpocTo
pa3Bo3u nockUTkK". PeOeHok 3a0upaeT CBEPTOK, HE 3HAsI, UYTO TaM HAPKOTHKHU, U TIOTIAAETCS MTOJTUIUH.

Kypbepbl 1/151 MOIIEeHHHYECKHX CPeICTB

Ymo smo? Jlereit npocsaT 3a0upaTh HAJIUYHBIE Y KEPTB MOILIEHHUKOB (HapUMep, MOXKWIIBIX JIOAEH) U
nepeiaBaTh X opraHu3aTopam. MOIIEHHUKH MIpe/IcTaBiIsoTces "padoTonaTensamu’.

Pucku: Coyuyactue B MomenauuectBe (c1. 159 YK PO, no 7 ner). PeGeHok MokeT OBITH 3a7iepkKaH Kak
MOCOOHUK.

IIpumep: Pebenky roBopsT: "3abepu neHbru y 0abymiku, 3To oruiata 3a toBap". Ha camom nene 3to
o0MaH, a pe0eHOK — Kypbep MOILIECHHUKOB.

Kak pacno3Harp 4 3aIIUTUTH ?

Ilpusnaxu: PeOeHOK BHE3aIlHO IMOJIydaeT OOJbIIME CYMMBI, IIPSIYET MEPENucKy, YXOAUT U3 AoMma 0e3
OO0BSICHEHUI WM MOKYIAeT JOporue Bemu 6e3 BUIUMOro 10X0/a.
Ymo oename:

o Pacckaxurte peOeHKy, 4TO mpemnokeHus "NErkux jaeHer" B MHTEpHETE — 3TO OOMaH.
OOBbscHUTE, UTO JJaXKe Pa30BOE yUacTUE B TAKUX CXeMaX BEJET K YTOJIOBHON OTBETCTBEHHOCTH.

o IlpoBepsiiTe OGaHKOBCKME KapTbl peOEHKa: YCTaHOBUTE JHMMHUTHI Ha MEPEBOAbI U CHATHE
HanuuHbIX (¢ 29 mapra 2025 rona 6aHKM HE OTKpPBIBAIOT cyera noapocTkam 14—18 mer 6e3
COIJIacus poOJUTEINEN).

o HabGmonaiite 3a ero moBeieHUEM: €clid PeOCHOK CTaJl CKPBITHBIM WM HEPBHBIM, ITOIOBOPUTE
CTMOKOITHO, YTOOBI OH MOAETHIICS poOIeMaMu.

o Hayuute roBoputh "HEeT" MOJO3PUTENBHBIM MPEIIOKEHUSAM B COICETAX, MECCEHKEpaxX WU
urpax.
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e Cogem: Ecnu pebeHOK yKe MOJIYYUII ICHBIU WA KapTy, HE BO3BpAIIANTE MEPEBOABI CAMOCTOSITEIEHO
— oOparuTech B OaHK WJIH MOJTHUITHIO.
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Yro nesiathb, ecjim pedeHOK CTOJKHYJICA ¢ PodgaeMou?

e MoueHHHYECTBO WJIM Kpaka AaHHbIX: CMEHHTE mapoiiu, 3a0IOKUpyHTEe aKKayHTBl U OOpaTHTECh B
nonunuio (tTenedon 102). Ecnu ykpanu 1eHbId, CBSDKUTECH ¢ OaHKOM.

o Kubepoymmmnr: CoxpaHuTte 10Ka3aTeNbCTBa (CKPUHIIOTHI), 00PATUTECh B IIKOJIY WU K IICHXOJIOTY.
[Tpu yrpo3ax cooOumTe B MOIUIHIO.

o Bosiieuenne B npectynabie cxembl: HeMemenHno ooparurech B mojunuto (102) wiu kK aaBokary.
He nprraiitech "pemuTh" CUTYalUIO CaMOCTOSATEIHHO, YTOOBI HE YCYT'yOUTh TOCIEICTBUS.
CoxpanHuTe nmepenucky ¢ "padoTomareiasiMu’ Kak 10Ka3aTeIbCTBO.

e OmnacHblil KOHTEHT: 3a0JIOKUPYITE IOCTYII K CAalTy WUIK TPYyIIIE.
Pacckaxute pebeHKy, moueMy 3To onacHo, U cooduute B Pockomuaazop uepes caift rkn.gov.ru.

e DMouuoHAJNbLHBIE NMPodeMbl: Ecin peOGeHOK cTanm 3aMKHYTBHIM WM TPEBOXXHBIM H3-32 MHTEPHETA,
MIOTOBOPHTE C HUM WJIM OOPAaTUTECH K IICHUXOJIOTY.
[To3BoHuTE Ha Topsuyio yuHuio goBepus: 8 (800) 2000-122 (OecruiaTHO).

IHomMHuuTe!

Bbl — rnaBHBIN OMOUTHUK peOeHKa B MHTEpHETEe. byapTe B Kypce ero oHIaiH->)KU3HH, HO HE 3allpeniaiTe Bcé
MOAPS: TO MOXKET BbI3BATh MPOTECT. Y YUTE, MOJAECPKUBAUTE U IOBEPSIUTE APYT APYTY.

Ocnosano Ha pexomenoayusix MB/[ Poccuu u obpazosamenvhvix nopmanax no kubepbe3onacHocmu.



